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 COMPUTER SECURITY RISKS 

More and more people depend on computers to manage vital information. 
Therefore, it is important that the computers and the data they store are kept 
confidential but accessible and available when needed. The information stored 
in these computers must be modified only by those authorized to do so, so it is 
important that users take measures to protect their data from loss, damage, 
and misuse.  
 

What is a Computer Security Risk? 
 

A computer security risk arises from the intentional or unintentional 
misuse of computers, network resources as well as the internet. These risks 
may result in the loss of or damage to computer hardware, software, 
confidential information, and data integrity as well as network and internet 
availability.  

 
Some computer security risks may involve an intentional breach of security by 
intruders via the internet (hackers). Other possible risks may occur even when 
not connected to the internet (hardware theft, software theft, vandalism).  
 
Another type of risk may be unintentional (such as power outages and hardware 
failures). 
 
Common computer security risks include: 
 

 Unauthorized access and use 

 Hardware theft 

 Software theft 

 Spyware and Adware 

 Packet Sniffing 

 Viruses 

 Worm 

 Spamming 

 Phishing 
 
Following are some tips for responsible computer usage in the CGIAR: 
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 TIPS FOR RESPONSIBLE COMPUTER USAGE 

INTRODUCTION 
Computers and networks may never be completely safe from security risks but 
we can follow some simple rules and procedures to try and prevent attacks on 
our computer systems. Remember that the way you operate your computer has 
a definite impact on everyone else on the network. A compromised CGIAR 
computer can be used to sniff passwords from its neighbors' network traffic or 
cause poor network performance for other users so it is important to consider 
the following tips for responsible computer usage to help you mitigate the risks 
and remember: when in doubt: ask your local helpdesk for their opinion: 
 

A. Always run up-to-date virus protection 
All CGIAR centers provide an antivirus system to each staff so you should 
make sure that your computer has an anti-virus program and that it is 
always updated. If it is not evidently running on your PC, you should 
contact your helpdesk. Also, make sure that all the files you send to 
other people are virus free. Viruses are frequently spread through 
infected email attachments. So before forwarding an attachment to your 
colleagues or friends, scan it for viruses. 

 

B. Check before you install software 
While browsing the internet, users may encounter websites that tempt 
them to install something on their computers. Some software may also 
be installed without the user’s knowledge. These programs may contain 
spyware or adware. Do not install software that you were not 
specifically looking for. Some websites trick people into installing 
programs that claim to improve the performance of their computers. 
More often than not, the opposite is true. It is also a good practice to 
research on any software before installing. If you are using a computer 
at work, do not install unauthorized or personal software. If you need 
a program installed, ask permission to your helpdesk to do so.  
 

C. Stop sending spam 
Are you the type who forwards every joke or cute picture that gets 
emailed to you? If you are, then you may be considered a spammer. 
Professional spammers send out millions of email, flooding the network 
with junk email. This slows down the performance of the entire 
network. If everyone stops forwarding jokes and chain email, the speed 
and performance of our networks would greatly improve.  
 

D. Avoid the use of non-business resource intensive software 
Peer to peer programs like Napster, Morpheus and Kazaa are just a few 
examples of software that slow down computer resources. These 
programs are non-business tools that are usually a heavy load on the 
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network. They run constantly, and allow people to download files from 
your computer so you should avoid installing these programs on your 
computer.  
 

E. Passwords should be routinely change 
The confidentiality of passwords is critical to the protection of any 
sensitive CGIAR center information and of CGIAR center systems. In 
many cases, passwords offer the first line of defense in stopping 
unauthorized and malicious users from accessing a user’s personal 
account, or from accessing CGIAR systems. It is paramount that the 
passwords used are adequately protected and remain secret. 
 
It is recommended to change your password routinely as a good practice 
and it is recommended to use a password that has a minimum of 8 
characters. Where possible, passwords should not be identifiable with 
the user (such as first name, last name, spouse name friends, relations, 
colleagues, or other easily guessed names, although you can use names 
or phrases that you can easily remember that contain a combination 
of numbers, upper and lower case letters, and non-alphanumeric 

characters (such as: !@#$%^&*()_~”?><,./\) so the password can be 

strong. E.g.: theMoon!3* 
 
Never write down your password on a sheet of paper that can be found 
near your computer. Memorize the password instead. Non-disclosure of 
passwords: Do not share your password with co-workers since you may 
be held liable for any misuse or unauthorized activity using your 
password.    
 

F. Avoid personal and unauthorized websites 
There are some websites that install spyware and adware on your 
computer without your knowledge. Websites that are known to do this 
are adult/ sexually explicit sites, hacking sites and sites that distribute 
pirated software.  
 

G. Pay attention to the usage and copyright of downloaded files 

 Check the legality of downloading the information, particularly with 
respect to copyright permission. If in doubt of the legality, staff 
members should contact the Center focal point on IP matters for advice.  

 Do not redistribute downloaded material unless the owner has given 
permission for them to do so either directly or in the copyright/license 
terms. Do not download unlicensed software or violate limitations on the 
use of particular software as imposed by any license agreements.  

 Most downloaded software, including shareware and freeware, is 
copyrighted and subject to license, which sets limitations on its use. 
Downloading MP3, movie files and games slows down the network. You 
may also be violating company policy by downloading these files. 
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H. Avoid viewing of non-business related streaming media 
Streaming media like internet radio or music videos eat up a lot of 
bandwidth. They run continuously and slow down the network. Avoid 
using these services if they are non-business related. 
 

I. Make sure your operating system is patched 
The IT departments in the CGIAR are in charge of maintaining your 
operating system patched, but it is important that you verify that these 
updates are being implemented successfully because if not updated, 
your computer may be vulnerable to worms and viruses.  
 

J. Backup your files 
Make sure to regularly backup your most important data and files. 
Computers are never 100% safe. Even if you get attacked by a hacker 
or even hardware failure, backing up your data makes recovery much 
easier. The IT departments usually have some backup procedures in 
place, so please contact your local helpdesk for more information about 
the options in your center. 
 

 Be sure to use high-quality media to store your backups. CD-RWs, 
DVD+RWs, external hard drives are good storage devices you can use. 
 

 Keep backup copies in a fireproof and heatproof safe or vault, or 
offsite (a location separate from the computer site). 

 

K. Check USB memories immediately after travel  
USB memories are portable devices that are convenient to transfer files from one 

place to another. However, it is very easy to get virus transmissions, corruption or 
loss of data with these devices, so it is recommended to check them before 
connecting them back to your computer in HQ after travelling. 
 

L. Transmission of Sensitive or Personal Information 
You should not use the Internet to send sensitive information belonging to 
the center (such as non-public research data or passwords used to gain 
access to systems and devices within a center) in unencrypted form. This 
includes the sending of sensitive information using any of the following 
means: E-mail, Posting to newsgroups or Posting to forums, blogs or 
websites 

 

M. Lock your computer with password when away from your desk 
When you leave your workstation unlocked, anyone can assume your 
identity and gain access to any applications or files that you may have 
access to. To prevent this, automatic password protection should be 
invoked after a minimum time period of inactivity (15 minutes 
recommended) and you should lock your workstation whenever you leave it. 
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 APPENDIX 

MALICIOUS SOFTWARE (MALWARE) 
 

Malware is any type of software that is designed to infiltrate, and then damage 
a computer system or network without the owner’s knowledge or consent. Its 
intent is malevolent and can adversely affect a computer’s normal operation.  

 
Types of Malware: (Computer Viruses, Worms, Trojan Horses, Spyware, and 
Adware): 
 

1. Computer viruses  
These viruses can infect the operating system as well as other applications 
and spread throughout the network and other computers. A computer virus 
can replicate or make copies of itself and spreads by inserting copies of 
itself into other executable code or documents. The virus payload (the 
action it is programmed to take), varies from being destructive (deleting 
data) to being harmless but annoying.   

 

2. Worms  
Is a malicious program that repeatedly copies itself; Worms can get into your 
email program and send out copies of themselves to your contacts. Since they 
do not need user intervention to make copies, they can reproduce at an 
alarming rate. A well known example of this is the Sobig worm which infected 
millions of computers worldwide.  

 

3. Trojan horses  
Are programs that mask themselves as legitimate files or software; once a 
Trojan is installed, it can work independently on your computer without you 
knowing it. Trojans can steal passwords and may also overload the system or 
network.  

What are the symptoms that may show if the computer is infected? 

 Unusual messages and images are displayed the screen, 
Random and unusual sounds are played, File and data 
corruption, Unexpected loss of available memory, Files or 
programs unexpectedly disappear, Unknown files appear, 
System settings change, Computer performance slows down  

 

4. Spyware  
A program placed on a computer without the user’s knowledge that secretly 
collects information about the user. Spyware can enter a computer as a virus or 
as a result of installing a new program. The spyware communicates information 
it collects to some outside source while the user is online.  
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Programs classified as spyware may perform the following functions: 

 Harvest your personal information (such as login IDs, 
passwords, credit card details), Log you keystrokes, and 
Capture your email 

 
Symptoms that may indicate spyware: 

 You may see many more pop-up advertising windows than 
usual  

 Your web browser may go to sites you do not expect  

 Several other symptoms could indicate spyware or another 
type of infection, such as a virus:  

 Your system may seem sluggish or become unstable  
 Network traffic on your system may increase  

 

5. Adware   
A program that collects information about the websites you visit. It analyzes 
your browsing habits and determines your apparent likes and dislikes. This data 
is sent to companies that purchased these services and the data is used to send 
advertisements that may be of interest to you. Once the adware is installed, 
you may notice a lot of pop up windows appear while you are online. Adware 
programs are sometimes attached to shareware or free software. Do some 
research or ask someone from your I.T. department to check the software first 
before you install it. 

 

DENIAL OF SERVICE ATTACKS 
 
A denial of service (DoS) attack is an attack that is intended to severely limit 
access to networks, internet or other services. These types of attacks can 
render a network, email or internet services useless. To achieve denial of 
service, perpetrators flood a network with corrupted data or overloads servers 
to slow down, block or shut down the network or internet service.   
 

1. Back Door 
 

A Back door is a method of obtaining access to a computer system 
remotely by bypassing normal authentication procedures. Back 
doors are used by many hackers to gain access to computer 
systems. Many computer worms install back doors to give hackers 
and spammers access to infected computers. Back doors are also 
used by legitimate programmers and software developers to make 
it easier for them to test software remotely and for 
troubleshooting purposes. These back doors are a security risk 
because they leave computers vulnerable to attacks by hackers 
and spammers. 
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2. Packet Sniffing 
 

When you transmit data over the internet, the data is not sent in 
one continuous stream. To keep the performance of the internet 
as high as possible, the data is cut into pieces. These pieces are 
called “packets”. A Packet Sniffer is a program that gathers 
information from these packets of data as it travels through the 
network. It may gather information like user names, passwords 
and other confidential data. Cable modem users are especially 
vulnerable to this kind of program.  
  

3. Phishing 
 

Phishing is a scam in which the perpetrator sends an official 
looking e-mail or link (called a spoof) that attempts to obtain your 
personal and financial information (such as Credit Card 
information, social security numbers, bank account numbers and 
passwords). Some phishing e-mail messages ask for your 
confidential information (such as usernames, passwords or ATM 
PIN); others direct you to a phony Web site, or a pop-up window 
that looks like a Web site, that collects the information. The 
images below show examples of phishing: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This email above was sent from someone claiming to be from Citibank. The lack 
of Brands or logos makes this email suspicious, Beware of email with poor 
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English grammar, the URL or link displayed on the message appears to be a 
valid Citibank site. 

 

 Clicking on the link displayed brings you to a spoof site: 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 This page contains the logos of Citibank which makes it look official. The 
web address appears to be a valid Citibank site. The actual address is 
suppressed using scripts. This site is asking for an ATM/ Debit card number, 
Expiration Date and PIN; despite the https callout on the address bar, there 
is no padlock icon visible on the status bar of the browser (the next page 
shows a legitimate secure website) 

 
The image below shows a legitimate and secure Citibank site. 
 

 
 
  
 
 
 
 
 
 
 
 
 
 
 
 

Spoofed web address 

No security icon on the status bar. 

Inconsistent with the https callout on the 

web address 

A padlock is visible on the status bar. 

This is consistent with the https 

callout on the address bar. 
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4. Spamming 
 

The act of sending unsolicited email or advertisements (spam) is 
called spamming. Spam is also known as electronic junk mail. 
Aside from wasting people’s time, spam also eats up a lot of 
bandwidth and slows down email services. Spam is also sometimes 
used by hackers to distribute files that are infected with viruses, 
spyware and adware. By opening, or worse, replying to spam 
messages may expose you to even more spam and computer 
viruses. 

 
UNAUTHORIZED ACCESS AND USE 

The goal of this type of attack is to obtain access to resources that the 
perpetrator should not have access to. This attack may come from someone 
outside the company but they may also come from someone within the 
company. An employee with a high level access to network resources may 
take advantage the situation. Examples of this kind of attack may be as 
simple as an employee sending personal email using the company’s email 
system or as serious as an employee performing unauthorized transactions. 

 

HARDWARE THEFT AND VANDALISM 
Hardware theft is the act of stealing computer equipment. Unauthorized 
removal or substitution of computer components and unauthorized changes 
to hardware may also be considered as hardware theft. Examples of 
Hardware vandalism are the cutting of computer cables and breaking of 
computer monitors. Mobile devices are also susceptible to hardware theft. 
Thieves often target laptops and Palmtops that may contain confidential 
company information as well as personal and financial information. 
 

SOFTWARE THEFT 
Software theft occurs when someone steals original software media or 
makes illegal copies of original software. This is also known as software 
piracy.  
 
Other instances of software theft: 

 Taking serial numbers from original software for personal use 
 Registering software under more than one name  
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 TAKE THE ONLINE COMPUTER SECURITY AWARENESS 

QUIZ! 

After reading this guide, you are now ready to take the online quiz to measure 
your computer security awareness: 
 
http://www.cgxchange.org/ict-infopoint/computer-security-awareness-quiz  
 
Good luck! 
 
Questions?  
 
Contact your local helpdesk for support and further guidance on security 
awareness for your center or check the latest updates on the CGIAR’s 
Enterprise Security Good Practice documents: http://www.cgxchange.org/ict-
infopoint/es-security-good-practices 

http://www.cgxchange.org/ict-infopoint/computer-security-awareness-quiz
http://www.cgxchange.org/helpdesk-support
http://www.cgxchange.org/ict-infopoint/es-security-good-practices
http://www.cgxchange.org/ict-infopoint/es-security-good-practices

